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1. Ἓ֚ҟ

Ἓ֚ḫ Ớ ▐ Өὣ әₒ♅ ᶷ Ử Ἓ♄°ḫ ℮ ᷄ ±ὗ ⅍ḫ ₒ♅ ᷄ḁ.

Intelligent 
BigData Platform

Data Platform

ḫ Өὣῳₒ♅ Ử

Advanced DW(Data Warehouse)

‾Ἇ/ₒ▓ ὣ

ḁ , ὣ ⱭṴӦ ṅ

ḫ ℮ ᷄ ᾧḮὪ

ḫ ֥Ὼ Ἓₒ♅Ṏ ⁫ ḓ ℮ ᷄ ᾧḮὪ

ӅӮә, ᵒₐ ⁫ ᾧ᷄ ὪӦҜ ἆṫₒ♅ῳ

♄℮ ℮ ᷄

Data Business

Data Information Analyze

ḫ ⁫ₒ♅

⅍ḫ ֥Ὼḓ ỳἛ֚ₒ♅

Ὣ , ⁫ , , ỚӨὣṴ ḓ ⁫ₒ♅

ₒ♅ḫ Visualization

Data Life-Cycle Management

ḫ Ớ ▐ Өὣ

Ἓ֚ḫ ḓ ◕ᾤ ֥Өὣ

בּ - -ₒ♅- ֥Ӧ ṅ

Compliance ּב( , Ҕ▐Ṵ)
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1-1. Ἓ֚ҟ

ҏῼ◕ ᶷ⅍ḫ ὗּב ¦o ♅ ṍᶷ ⁫ ҍ ὗₐ ᶷAdvanced Analytics ꜝἶⱭ ᷄ḁ.

zenLOG

әⱠᶾ⅍ḫ Ử
ҏḫ ὣ

Query 

בּ ♄ₒ♅ֱ
All-in-One 

IT Security

Factory

Portal

IT Infra.

/℮ ḫ בּ
ḫ ₒ♅ҍ/Өὣ
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1-1. Ἓ֚ҟ

Ἓ֚ᶷ ⁫ ὶ“, ֠ ұỦ“, ҟ ⁫⁫ “ṴҎ Ớ ὗḓ ᷄ḁ.

5

⁫ ֥Ὼ⁫ “

( 13 1 )
▐ә , ⁮Ἓ֚ ḓ ⁫Өῳ▐ ⁫ә

⁫ ♄℮ ⁫⁫

( 3 5 )
⁬Ԃḓ , ⁫⁫ ᶷ ֥ Ἓ ֥ ꜚ֥Ἔ ₒ♅ ▐әὗ  

⁫ ֥Ὼ ♥⁫

( 4 )

Ἓ֚Өὣ  Ὠבּ әἌ▐ (Ἓ֥֚Ἔ “, ḓ◄, ⁫ ֥ҏ,   Ṵ ⁫⁫
Ἓ֥֚Ἔ ▐әἌבּ )

֠ ֥Ө ֠ ῁ҔḼ֗ Ɫ
( 6 , 10 )

▓ ἰ⁫ ḓ , IP ꜙ▐ ḓ

(1ᵹ ◄ ⁫ ҍṅ֥Ἔ⁫ ῳ ᵴ ꜚᵒ ֥Ἔ⁫Ө)

ₐ“( 56 )
ḓῨ♄℮ ⁫ ḓ , ⁫ ὶṴ ⁫ ḓ ¦Ὠבּ , ֥Ἔ ⁫Ө, ῳ

֜ԑ Өὣ Ӕ Ԃ Өὣ

ҟ ⁫⁫ “( 29 , 30 ) ҟ ⁫ ὣ ԑ ῳӔ Өὣ֥ἜӦ ꜚ֥Ἔ ḓ Ӧ ǿ″   Ṵ ֗

[IT Compliance ♄ ֗ ⁮Ἓ֚⁫Ө, ▐ ⁫әῳ ꜚ֥Ἔₒ♅]

[Compliance ίᶷ ṅ Ṏ⁫ә♄ῳ ⁫ ▐ә “ ұ, Ҕ▐ ἰḻ ]
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1-2. Ἓ֚

ҏἛּ֚ב Ӧₒ♅ 2ҟ ᾕ ἛⱢ בּ♄ ә, ₐ Ӧ Ӥ ᷄ḁ.

ᵒₐ Ԃҏ
(TLS, SSL)

SMS / E-mail / OTP

▐

zenLOG ṅ▐

ḫ ꜙ

¨
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1-2. Ἓ֚

ḫ ὣ֥“ ἆṫὗῺ ⅍ḫ ₒ▓ ὣ Ử ԂⱠ ᷄ḁ.

Computing Power  :  
Expensive

Data  :  Cheap, Small Computing Power  :  ₒ▓ ὣ Data  :  Too big, Expensive, ₒ▓

ÅComputing Power ҍ ṍᶷӣ ἛData 

ÅDBMSὗ Ἓ Ṏ ▓ ὣ

ÅDataҍ ᶷӣ ἛCode ₒ 

ÅData ỳ, Sizeҍ ḓ ₔҍ(ₒ▓ )

Data

Data

Data

Code

Code

Code

Code

Map ▓

Map ▓

Map ▓

Reduce ▓

1 2

3
2

2

[Code Excecution ] [Data Storage]

DBMS

Code + Data ṅ

Data Data Data Data
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1-3. Ἓ֚Ⱡᶾ

Ἓ֚ᶷ‛ ṫ ♄Ề ᵄⱠᶾ ⁫ ᷄ḁ.

ҏәꜚ ḫ בּ ῳ Ḭ

Å ḏ100,000 ҟ ◄ Log ḫ ὗ Ἓּב

Å ⁮ ḓ90% ּב ֱ ҏ Ӥ

Å ( Ὅ/ꜚḻ♠ ) ῳ (AES-NI)וּ֥ ἛⱠᶾҟ♠

ҏἛ֚ Ḭ בּ ῳ ӍӦ ḓ әꜚҷ◌

Å 100GB ḓ◄Ἓ֚ ḓ Ḅ ꜙ IP, ‗ , ῄ ḓ ҷ◌
בּ 1 ᵒ ӍӦḻ

Å in-memory   Ԃ ↑ὖҷ◌

ҏ • ὣῳ◄Өₒ♅

Å ḏ1,000ҟ ◄ • ὣⱠᶾ

Å 1TB Ἓ֚ ḓ ◄Өₒ♅ 0.1 ~ 20 ▐ ӍӦₒ♅

Å 2ҟ ◄ ḓ ◄Өₒ♅ ḻ↑ὖӍӦḻ

EPS ῼ◕Frame בּ Frame

1 54,000 16,218,642 16,218,642

2 75,000 22,536,366 22,536,366

¨ ¨ ¨ ¨

10 120,000 36,043,018 36,043,018

ꜙ IP ᾨ IP ῄ

1 0.63 0.64 0.60 0.59

2 0.53 0.59 0.61 0.61

¨ ¨ ¨ ¨ ¨

10 0.65 0.64 0.60 0.63

ₒ♅ ҏ

1 16.55

2 18.14

¨ ¨

5 18.59

ₒ♅ ҏ

1 0.05

2 0.05

¨ ¨

5 0.05

[IPS + FW IP o ♅][ ♄―+ FW ₒ♅]

[Ḅ ꜙ IP, ‗ , Ḅ ᾨ IP, ῄ ҷ◌]

[ ῼ◕֥ὗ Ἓּ֚ב ӍӦ-ₒ♅ 1 בּ/ 2 ]
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2. zenLOG ֥ᶾ

2-1. ꜝἶⱭ

בּ .2-2 ֥ᶾ
2-3. ֥ᶾ

2-4. ₒ♅֥ᶾ
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2. zenLOG ֥ᶾ

2-1. ꜝἶⱭ

Open Source ֥Ὼ
Ṏ⅍ḫ Ử

ETL Ӧ ὣῲּב ḫ ὗ
ҏₒ♅ῳ View Report

ҟ Ṏ ḓ ⁫ṫὗ Ӓә
ὧ, ҷ◌, • Өὣῳᾧ᷄ Ὢ

Ḅ ᾠ ♄⅍ḫ
Ử ԂⱠ ꜙ ᾧ᷄ Ὢ

↑ὖ ҏᵒәҠ Ӓ Ṏ
⅍ḫ Ử Ԃ

ҏἛ֚ḫ ҷ◌, ₒ♅
ῳᾧ᷄ Ὢ

10
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בּ .2-2 ֥ᶾ: (1) ḁ ḫ בּ  

Ἓ֚ὗ♥ ᶷ ḁ ҏḫ ὗּב әₒ♅ ҍᶾ ᷄ḁ.

[SNS]

[SYSLOG] [DBMS] [(S)FTP] [SNMP]

[Flow][HADOOP]

11
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בּ .2-2 ֥ᶾ: (2) 

Ӊ ◄ Ḅ, ῦᵥҔ ֥ᶾ ә ḫ ὗ Ӏ ꞈ ᷄ḁ.

zenLOG

Ӊ ◄ Ḅ
( ὣꜙ , , ἛⱢ )

Terminal Input/Output Recording
( ῦᵥҔ ֥ )ʒ

Agent Өὣ

Ḅ ḓ℮
ꞈ֥ᶾ

әꜚ ῳ
[Secure Channel]

12
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בּ .2-2 ֥ᶾ: (2) 

ὗ ᾤἔ / Ἅῳ ἛⱢ בּ⁫ ҍᶾ ᷄ḁ. 

13

ᾤἔ / Ἅ ⁫

ἛⱢ ⁫
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בּ .2-2 ֥ᶾ: (2) 

♥ , ⁫ / Ҕ / ᾤἔ / Ҕ ♥ Ṵ ֥ᶾ ▐ בּ ᷄ḁ. 

14

⁫ Ҕ

ᾤἔ ֥⁮♥ Ҕ ♥
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בּ .2-2 ֥ᶾ: (3) HA 

ә HA ҟῼ ԂⱠ  ᷄ḁ.

Analyzer HA ԂⱠ  Collector HA ԂⱠ 

Å ₒ♅ Active «Standby 

Å L4 VRRP ԂⱠ ♄℮ ҍᶾ

Å DB Pool ḫᾪԂⱠ ἛӨὣDB 

Å Ԃ Ӓ ẁὖWEB/WAS/DB ԂⱠ Ӥ

Å בּ All Active ԂⱠ - ṅ ꜙ ₒ▓ Ԃ

Å בּ ֥ἛṫῼỜ L4 ԂⱠῳ HB  

Å בּ ῳҷ◌ ꜚⱠ ⁫ὗ Ἓ Ṷ , ὣ , 

NAS Ṵ ԂⱠ֥ᶾ Ӥ(N:1   ԂⱠ)

L4 #1 L4 #2

Analyzer Analyzer
ӨὣDB Synch.

15

Collector 
#1

Collector 
#2

Collector 
#n

ₒ▓ ὣԂⱠ

Source #1 Source #2 Source #n▐

Source #1 Source #1 Source #1

Active - Standby
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בּ .2-2 ֥ᶾ: (4) ḫ « ♄ᵒ

Ἓ֚ Ὂ ◄Ө ҍᶾ ♄ὗ Ӥ ә, ♄ὗ ṫ ҏ Ἓҍᶾ ᷄ḁ.

ᾨ Ὂ ♥ᾤ

ҏ ♄

Ԃₒ Å ṎԂₒ Ἓ ә♥ Ṏ ṫ Ὑₐ

֗ Å ֗ ṫὗԂⱠ

WELF Å Web Trends Enhanced Log Format Җ

ṫ Å ṫҖ ḁὖ ṫ ὺ

֮ Å ṫ ἷ №ὺ ὗ ṫҖ″Ӓ

•ḝ ♄
( ḁּ70 ,ב )

ᵮ Å Alcatel, Brocade, HP, 3COM, Piolink, Cisco

⁫ ℮

Å FutureSystem WeGuardia / ừZPX(ATP),Policy Center

Å NXG / LG CNS SafeZone

Å Wintech Sniper IPS, aptx , UTM / Cronyit genian NAC

Å Ӏ UTM

⁫ S/W
Å ꜙὭ▐Privacy-I, Webkeeper , Mail -I / ᷅ SafePCDLP

Å PnP Secure DBSafer / ⁫Ớ Secure coding

WAF
Å Plustech eWalker / Moniterlab WISG

Å Piolink Webfront dx / ♄ u-Privacy safer

TMS Å TessTMS

WAS/WEB
Å Weedsdns Was Trace

Å Jboss/ 

16
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בּ .2-2 ֥ᶾ: (4) ḫ « ♄ԂⱠ

ᾧṭἛ֚ḫ ḓ ♄ԂⱠ ▐ ҍ ὣ   Ἓ ҍᶾ ᷄ḁ.

[ ὣ ә ♄ԂⱠ ]

ÅDelimeterὗ ֗ Å▐ ( ֗ ṅԂⱠ) Å ὣ, Ὠ ὗ

2012 - 11- 05 04:42:30|27.101.192.219|53289|210.111.226.110|80|26|1352060273|PASS|MEDIUM|http||0|

֥⁮ ♄
(Delimeter )

[SRC IP] [SRC Port] [DS IP] [DS Port] ¨

Å ֥ , Ԃₒ ὗ ▐ ᶷאלӀ ♄ὗԂⱠ בּ ᷄ḁ.

▐
♄

( ֗ )

198.35.1.75 - - [13/Feb/2016:18:18:58] "POST / cart.do?action =purchase&itemId =EST-

16&JSESSIONID=SD10SL2FF4ADFF53099 HTTP 1.1" 200 821 

"http://www.buttercupgames.com/cart.do?action=addtocart&itemId=EST -

16&categoryId=SIMULATION&productId=SC - MG- G10" "Mozilla/5.0 (Windows NT 6.1; WOW64) 

AppleWebKit /536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 178LOG_ADMITTED  

10.20.0.2 10.20.0.20 47

Å▐ ҍԂₒ ә ₐₒ Ὣ ὗṫỦ֚ ә ṫᾤ ᾠ, ᵒₐ Ἓ ֗ ҍṑ᷄ḁ.

17
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2-3. ֥ᶾ: (1) ҏ Ḭ

RAW ḫ ῳ Ḭ ḫ ὗṅ ⁫ ᾠ♄ ҏ בּ ᷄ḁ.

[ ⁮+ Ḭ ḫ ṅ ἛӦұḫ ₒ♅, ҏҷ◌ ]

ᵆ Ἓ֚ ID
Node
serial

Node ID
Virus 
Name

¨ _raw

2016 -01-
22 

18:30:07
383253

3ED0.F863
.A359 -
win7

N2013022
60116079
948609F8F
38BCCF47
BC3F_535

Win32/Pal
evo19.wor

m.Gen
¨

logid =383253 nodeserial=3
ED0.F863.A359 -
win7 nodeguid =N2013022
60116079948609F8F38BC
CF47BC3F_535name=Win3
2/Palevo19.worm.Gen path
="C: \ \ Documents and Set
tings \ \ one\ \ Local Setti
ngs\ \ Temp\ \ HBCD\ \ I
PScanner\ \ ipscan.exe" sta
tus=952scantype=20000 o
wner=WINPRO -
E60F6E93\ \ admin access
=OH\ \ main infector= clie
nttime =1453454603 clienti
paddr =179.42.57.151client
computername= ḻḋ
ḏ clientloginid = ḻ
Ӕ clientusername = clientde
partment = synctime=14534
54603domainguid=201302
260116079948609F8F38B
CCF47BC3Fcount=1

Indexing + ⁮ṅ (Optional, ₒὣ ҍ )ʒ

logid =383253 nodeserial=3ED0.F863.A359 -
win7 nodeguid =N201302260116079948609
F8F38BCCF47BC3F_535name=Win32/Palevo
19.worm.Gen path="C: \ \ Documents and S
ettings \ \ one\ \ Local Settings\ \ Temp\
\ HBCD\ \ IPScanner\ \ ipscan.exe" status=
952scantype=20000 owner=WINPRO -
E60F6E93\ \ admin access=OH\ \ main infe
ctor= clienttime =1453454603 clientipaddr =1
79.42.57.151clientcomputername= ḻḋ
ḏ clientloginid = ḻ
Ӕ clientusername = clientdepartment = syncti
me=1453454603domainguid=20130226011
6079948609F8F38BCCF47BC3F count=1

⁮℮ Ἓ֚

⁮Ἓ ,֚ ODD ꞈῳ

18
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2-3. ֥ᶾ: (2) 

וּ֥ ҏCompress «Save - Decompressὗ↑ὖꜚḻἛּב ᷄ḁ.

[ ҏⱠἛ֚ḫ Ӧҷ◌ Ề ᵄ әὣ ֥⁮ , ֘70% ◄ Ὅ]

Compression + Transfer + Decompression Time @1000Mbit/s 
(without I/O overwrapping, multithreading)

ᵆ ⁮Ἓ֚ỳ(GB)
DB (GB)

( ⁮+ Ḭ )
Ὅ(%)

2016 -01-12 164.7100629 116.1119347 70.49474248

2016 -01-19 171.8374792 121.9504356 70.96847334

2016 -01-26 179.00116 125.9623146 70.36955215

2016 -02-02 186.382251 130.8817467 70.2222159

ÅἛ֚ₒ♅ , ὗ ♄ҷ◌ ᶷ ҍ ᷄Ớ
Ḅ Ἓ ҷ◌ ᶷ 

19
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2-3. ֥ᶾ: (3) ҏ ¦⁬

⁮Ἓ֚ ꞈ« «ҷ◌ ὔֱ֥ ҏ ¦⁬ ὗּב ᷄ḁ.

[AES-NI(New Instructions) әⱠᶾ ҏ ¦⁬ בּ ]

ÅBuilt in the Intel Processor( ●Ṷ⃰ὣ ) ÅInclude 7 new Instructions Åꜙ   әⱠᶾ

SSL/TLS Performance Diary #3: 
(Optimizing Data Encryption by Billy Hoffman)

♄―

⁫
℮

ᵮ

UNIX Linux Window VM

SiSi

Ớ  ⁮ L4 L2

  ′ IPS   ′ NAC

APP

DB WEB/WAS

zenLOG

[Ἓ֚ḫ ]

῁ӍⱠ ֥ᶾ
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2-4. ₒ♅֥ᶾ: (1) ₒ▓ ὣₒ♅ Ӓ Ӥ

MAP-Reduce Ԃ ₒ▓ ὣὗּב әәⱠᶾ ҷ◌ῳₒ♅ Ӓ Ӥ ᷄ḁ.

File

Syslog

Packet

¨

Ὕֿפ

Ὕֿפ

Indexer

Data

Data

ˡỮ

ˡỮ

[Collector#1]

[Collector#n ]

ҏIndexing

[Analyzer]

Caching

(Redis)

ṧἊҢᶛ

[MAP Function Ḅ caching]

(Query)

1 ҷ◌ḓ◄ḫ ‛ , ֥ҏₒ♅(Map value )

2

3

4

5

Cache 

MAP Function ꞈ

Reduce Function ּב (ӍӦḻ )

Caching Update

System [A]

System [B]

1

2

5

3

3

3

4

בּ] ḓ◄-Source]

C`s`Œ

Indexer

C`s`Œ

ҏ

System A

System B

C
a

ch
e
 D

a
ta

17:00 18:00

֗

תּ

Flow

ҏParsing

Parser

[File db]

System [A]

System [B]

21
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2-4. ₒ♅֥ᶾ: (2) Google like ҷ◌֥ᶾ

Ἓ֚ ὣῄ“ ḁ Ἓ֚ḫ ὗאלӀҷ◌ ᷄ḁ.

ὣῄὺᶯ (XML) Ӥ

ṫ ֥ᶾ

Metadata Ḭ ṍә ᶷἛ֚ ⁫ὗ

Fields ᶷ ṫҷ◌

Stats ӔӔ▓(top, bottom Ṵ ♄⃰ ὣּב )

Transaction ḁ ҳ ᶷἛ֚ṯ ֚Ἳ

Dedup ⁬Ṏḫ ұ

Eval ҍ ṫ ḏ

Define ӍӦⱨ Ὑ

Join ӍӦⱨ №Ӧ♄⃰ ὣ

Save ӍӦⱨ (/opt/ zen/var/zenlog -b_r_-q_tc°'

From ӍӦⱨἛṿ

Rex ֗ ֥Ὼ ṫ

֥ 70 ◄ ṫ, ּבῳ֚Ἳ בּ Ӥ

ÅZQL ῄ“ ὣ Ӥ
Å70 ◄ ὣ ṫ, ּבῳ֚Ἳ בּ Ӥ
ÅXML ὣ ṫ‴ὺᶯ Ӥ(♄⃰ ὣ, Scalar ּב ḓ ▐
“Ṵ)
Å▐ ὣ ṫ♠ ῳҷ◌UI Ӥ(◄Ὼ֥ )

[ZQL(Zen Query Language) ῳӨἎὺᶯ Ӥ Ἓאלә ὣ Ӏ ῄҍҷ◌ҍ ]ʒ

◄Өₒ♅ ᶷ ℮ᾤ♠

22
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2-4. ₒ♅֥ᶾ: (3) ҏ Ӕḫ ԂⱠ

Ἓּ֚ב ḄӔ ♄ Ḭ Ṏḫ ὗ ,ḓ ỳₒ♅ ҏ Ἓ Ӕ ὣ ᷄ḁ.

ҏ Ӕḫ Ἓ֮

Å Ḭ ṎἛ֚ ṫὗ ҏ Ἓ Ӕ ὣ

Å ֥ҏ‴ ⁮ ℮ בּ  ↑ὖₒ♅ҍ (ʒּב TB/ ḫ ḻₒḄ ₒ♅ҍ )ʒ

Å ⁮ḫ ὗ әḻ ҏ ӔἛ֥֮ᶾ ᾨ ίᶷ Ӕₒ♅ῳ ₐḫ ṅ/ ҍᶾ

23

[ ]

[ ὣ] [ ]

[ₒ♅]

[ ₐ Ӕ]

[ ҏḫ ]

ṫҏ/ꜙ ҏJoin) ὣὗ ӔӍӦ ḫ

ṫ(Indexing) ὗ
ₐₒ Ӕ
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2-4. ₒ♅֥ᶾ: (4) ḫ ἷ

№ủὣ , ▐DB, ꜙṴ ḁ ᾕ ḫ ὗ әҷ◌Ӧₒ♅ ᷄ḁ.

Local File Look-UP ₐ DB Look-UP

ἷ №«IP ⁫

  ′Ἓ֚

Å  ′Ἓ֚ ἷ № ṴἜṎ№ủIP ⁫ὗ

  ′Ἓ֚ῼ◕ ῼ IP ḻ

IPҍ№ủIP Ӓ ḏ ᶷἛ֚ὗ ҍᶾ

ÅẮ , №ủIP ḏ ᶷἛ֚ῼ◕ ḓ

• ḻҍᶾ

ἷ

ἷ

24

  ′Ἓ֚ ῼ IPҍ№ủIP ᶷἛ֚ὗ
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2-4. ₒ♅֥ᶾ: (5) ḫ «RDBMS

Ҏ ◄ RDMMSὗ ṅ DB ḫ ὗ ὣ Ӏₒ♅ בּ ᷄ḁ.

zenLOG
DB Linkὗ SQL ὣ

ὣӍӦ Ḭ ῳ Ἅ

ḫ Ἓ ᵒ

Ἓ֚Ą RDBMSḫ Ἓ Ἓ֚ҍETL Ἓ ҏḫ בּ , , ₒ♅ בּ ә֚ӍӦὗSQL DB

RDBMSĄ Ἓ֚ḫ Ἓ ḫ † ὗ ὣ Ἓ֚ҍ ҍ ₒ♅ῳ Ҏ בּ

Ἓ֚ăĄ RDBMSḫ Ἓ
Ἓ֚ SQL ḫ † ҍҎ֥ḁὖḫ ὗּב ῳ ὣ ә, ḫ ὗJoin ҍ
⁫ὗ Ṭ

RDBMS

25
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2-4. ₒ♅֥ᶾ: (5) ḫ «HADOOP

ṙ Ӧ ṅ בּ Ṏḫ ὗ Ἓ֚ὗ ḁ Ӏₒ♅ ᷄ḁ.

zenLOG

Hadoop FS

Sequence File
(ἄ ṫ/№Ἔ )

CSV, TSV, json, etc¨

HDFS ᵒ ὣ
HDFS ҏₒ♅
HDFS ὣ

HDFSὗ ὣӍӦₒ♅

ḫ Ἓ ᵒ

Ἓ֚Ą ṙḫ Ἓ
Ἓ֚ҍETL Ἓ ҏḫ בּ , , ₒ♅ בּ ә֚ӍӦὗ ṙ Ἓ Ḇ, ṙ
ḫ Ἓ♄  ὣὗּב

ṙĄ Ἓ֚ḫ Ἓ
ṙ ḓ ỳḫ בּ ῳ ὣὗּב ә, ṙ Ṏ Ἓ֚ҍ
ҍ Ἓₒ♅

Ἓ֚ăĄ ṙḫ Ἓ Ἓ֚ ṙ Ҏ֥ḁὖḫ ὗּב ῳ ὣ ә, ḫ ὗJoin ҍ ⁫ὗ Ṭ

26
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2-4. ₒ♅֥ᶾ: (6) ▐ ḓ ⁫ṫԂⱠ

ὣ ▐ ḓ ⁫ṫὗאלӀԂⱠ בּ ᷄ḁ.

Å▐ ҷ◌ӍӦ ḓ ᵒ⁫ᵒ֥ὗ ԂⱠṎḓ ⁫ṫ >

Å ‴ ṅ, ֥ , ὣּב , ″ӒṴ בּ

֥ᶾ Ӥ

Å▐ ԑ ‴ḓ ⁫ṫԂⱠῳḓ ⁫ṫӤ ֥ᶾ

ḓ ⁫ṫԂⱠ

27

ҷ◌ӍӦᵒ⁫ᵒ֥

ӔӍӦᵒ⁫ᵒ֥

Ҏ ᵒ⁫ᵒ֥
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2-4. ₒ♅֥ᶾ: (7) ὣ ⁫ә♄ԂⱠ

ԂⱠĄ ὩԂⱠĄ⁫ә♄ ἍӦҜ ▐ ⁫ә♄ὗ Ӥ ᷄ḁ. 

28
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2-4. ₒ♅֥ᶾ: (8) • ԂⱠ

ҏ • ὣὗ ὣ ӒӦ Ӕᾧ᷄ Ὢ ҍᶾ ᷄ḁ.

ÅḄ ҏ •
Å ⁮Ἓּ֚ב
ÅἛּ֚ב Ӧ ♄

ṫ℮ӽ
ÅἛ֚ῼ◕ , ῄ , 
בּ ҏṴḄּד ҳ

• ♥
Å ҳ, • ῼ◕

ὧ “, Ở “Ṵ
♥

Å ֥ ᾍ ℮ҏ Ө
ₒ♅ Ӥ
Å ὣῄ(ZQL) Ἓҷ◌

• ♥
Å • ԂⱠ ӍӦ
Preview ֥ᶾ Ӥ
Å ҳ, ḓ◄ , 
ҷ◌ ,֥ • ῼ◕
ὧ “, Ở “Ṵ
♥

Å ҏ • ῼ◕ ᾧ᷄ Ὢ

Å • ὣ ἛⱢ ԂⱠ(ῼ◕« « ὣ« ἰ)

Å ₐ ṅ(ESM, ₒ♅ ) • Relay ҍᶾ

29
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2-4. ₒ♅֥ᶾ: (9) ᵮ ἆ

ᵮ ἆ ₒ♅֥ᶾבּ Ӥ ᷄ḁ.

30

בּ ḓ◄(ꜙ ᾤ) בּ ᵒ (Ἓ֚ )

RAW (Payload )ἄ ‴◄Ɫ ⁫

ᵮ ἆ ֥ᶾ

Å ῦỴὪṍᶷ ▐ҷבּ בּ ᶷ֥ (ʒ 1Gbpsֱ )

Å ҷ◌, Ӕ, ₒ♅ Ἓ֚ ( ṫᾤ : ҏ, Protocol, Application, SRC/DST MAC/IP/PORT, Length, Direction)

Å Wire -shark Ӓ Ỹ , detail, RAW ӦҜ ἛᾧṔ
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2-4. ₒ♅֥ᶾ: (9) ᵮ ἆ

ᵮ ἆ ҷ◌( ὣ/ ṫ )֥ᶾ Ӥ ә Ӕ Ӕ, ◄Ɫ ⁫ὗᾧ᷄ Ὢ ᷄ḁ.
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Ἓ֚ҷ◌

Ἓ֚ Ӕ Ӕ

Ἓ֚ ṫ‴ҷ◌

ᵒ ◄Ɫ ⁫
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[ Ӓ ▐ҏ ¦Ḅ ℮ӽₒ♅]
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3. ℮ӽ(1) «ԃᵒἛ֚

⅍ḫ ὣῳ וּ֥ ᾨ Ἓ֚ὗ Ἓ֚ḫ ○Ἓ ҍ ὗ בּ ᷄ḁ.

℮ӽ ᾨ , Ἓ֚ E▐, Ἓ**** S▐, ******

/ OS S/W, Linux S/W, Linux Appliance, Linux

Ԃ ḻ Ἓ ,֚ ҏ◄Өₒ♅ῳ Ө Ἓ ,֚ FDS Ἓ ,֚ SIEM

ԂⱠ ֥⁮ בּ , : «o ♅ₒὣ ֥⁮ בּ , : «o ♅ₒὣ בּ «o ♅ - ὦἄ

⅍ḫ Ớּ֥ו ₒ▓ ὣ(ᾁὣṦ Ԃ ), ῁ ₒ▓ ὣ, ῁ HADOOP/ἶ ♄

DB File DB, ♥ ⁫: PostgreSQL Ớ ᵮDB File DB, My SQL

Data scheme Schema-Free Yes Yes

Өὣ Web, ᾍ ⃰Ớ Web, ᾍ ⃰Ớ (JDK ּב) Web, ᾍ ⃰Ớ (JDK ּב)

Active «Standby, N:1   Active «Standby Active - Standby

Ἓּ֚ב

בּ  
Syslog, SNMP, FLOW, FTP, File, DB, Agent 

ḁ ḁ

בּ Ⱡᶾ 100,000 EPS ◄( ḓ300,000EPS) 100,000 EPS ◄ 100,000 EPS ◄

֗ ♠ ֗ , UI(drag&drop )ὗ ♄ԂⱠ ֗ , ֗ ♄ԂⱠ ♠ ֗ , ♄ԂⱠ

, 
Lz4, AES-NI( ҏәꜚ ) Ṵ וּ֥

Lz4, AES,ARIA Ṵ Ӥ zlib, AES, ARIA Ṵ Ӥ

ҷ◌/ₒ♅

Sequential ◄Өₒ♅ ὣὗ דּ ◄Өₒ♅ ὣὗ דּ ◄Өₒ♅ Ḅּדₒ♅ῳḄּד ὣ ṫ Ӥ

ҏᾕᾧὣ  ҏᾕᾧὣ  , ҷ◌֥Ὼ ҏᾕᾧὣ  , ҷ◌֥Ὼ Ӕ(ҷ◌֥Ὼ)

ₒ♅ ‴ḻᾧṨ Ӥ( ) ῦ ₐ

Ҕ▐

ԑ ₒὣ, Ӕ ῼ֡ Ἅ,
Ἅ

ₐ ₐ

Terminal Input/Output
֥Ἔ

ῦ ῦ

Ⱡ ҟ ḓ ⁫ṫ, ἷ , 

ӍἝ : Ἓ֚ԑә

⅍ḫ ֥Ὼ בּ /ҷ◌Ⱡᶾ
ӦұἛ ,֚ ҏἛ֚ₒ♅ Ӓ

Ớ ῳבּ Ӕ/
ḻ ℮ ә•ḝ▐ ֛

⅍ḫ ֥Ὼ בּ /ҷ◌Ⱡᶾ
Ἓּ֚ב ֗ Ἓ ₒ♅
Ӕҍ

ḻ ℮ ᶋә ▐ ♄

⅍ḫ ֥Ὼ בּ /ҷ◌Ⱡᶾ
ҏἛ֚ₒ♅ Ӕҍ

ḓ ỳḫ Ὣ ᷿ Ӓ
ḻ ℮ ᶋә ▐ ♄

33
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3. ℮ӽ(2) «⅍ḫ Ử

ҷ◌ / ṙ֥Ὼ Ử ⁫ḁּב Ⱡ ,ʒ Ⱡ, ᵮ ἆ , Ớ Ṵבּ ♄Ề ᵊ᷄ḁ.

34

℮ӽ ᾨ , Ἓ֚ Elasticsearch Cloudera
/ OS S/W, Linux S/W, Linux S/W, Linux

Ԃ ḻ Ἓ ,֚ ҏ◄Өₒ♅ῳ Ө , ⅍ḫ ₒ♅ ⅍ḫ ₒ♅ ⅍ḫ ₒ♅

ԂⱠ ֥⁮ בּ , : «o ♅ₒὣ
בּ : Logstash, ₒ♅ : Elasticsearch, 
Ҏ : Kibana

בּ : Flume Ṵ, ₒ♅ : solr, 
Ҏ : HUE

⅍ḫ Ớּ֥ו ₒ▓ ὣ(ᾁὣṦ Ԃ ), ῁
ₒ▓ ὣ, ῁ (ᶂṫҟᵻԂⱠ) / 
ἶ ♄ ֥Ὼ

HADOOP/ἶ ♄ ֥Ὼ

DB File DB, ♥ ⁫: PostgreSQL File DB ( Ḭ / /ḁ ᾌ ¨' File DB ( Ḭ / /ḁ ᾌ ¨'
Өὣ Web, ᾍ ⃰Ớ Web, ᾍ ⃰Ớ (JDK ּב) Web, ᾍ ⃰Ớ (JDK ּב)

Ỵ Ὢ(All Active)/NAS   Ԃ ◖ṫₒ▓ῳ⁬ ὗ Ỵ ὪԂⱠ HDFSὗ ԂⱠ

Ἓּ֚ב

בּ   Syslog, SNMP, FLOW, FTP, File, DB, Agent Logstash ♄ḁ  
Flume agentὗ בּ , ֥ ḁὖ Ἓ בּ

ꜙ

בּ Ⱡᶾ 100,000 EPS ◄( ḓ300,000EPS) ҷ◌Ⱡᶾ Ṙ ҷ◌Ⱡᶾ Ṙ

ḫ ᾧṭ ṫ Ḭ , ὫἛ ᾧṭ ṫ Ḭ , JSON Ԃ Ἓ ᾧṭ ṫ Ḭ , hbase/hive Ṵ Ἓ

֗ ♠ ֗ , ԃᵒ Ӓ ίᶷḁ ♄ Ӥ Logstash ♄Global codec, filter Ӥ, ♠ ֗ Flume / Molphine Ṵ ♠ ֗

, 
Lz4, AES-NI( ҏәꜚ ), SEED Ṵ וּ֥ ‴ḻᾧṨ (ObjectRocket ), ֥⁮ Ἓ Ӥ

Ṑ
Navigator encrypt ᾧṨ

ҷ◌/ₒ♅

Sequential ◄Өₒ♅ ὣὗ דּ ◄Өₒ♅ ὣὗ דּ ◄Өₒ♅ ὣὗ דּ ◄Өₒ♅
ҏᾕᾧὣ  ҏᾕᾧὣ  , ҷ◌֥Ὼ ҏᾕᾧὣ  , ҷ◌֥Ὼ ҏᾕᾧὣ  , ҷ◌֥Ὼ
֞ₒ♅ Ḅ ‴tokenizing ṅ ꜙₒ♅ ‴ḻ ֞ ꜙₒ♅֥ ‴ḻ ֞ ꜙₒ♅֥
Ӕ ḫ ₒ♅ ҍᶾ ҍᶾ ҍᶾ

ҷ◌Ḅ ҏ‴ ҷ◌ Ḭ ‴◖ṫ֥Ὼҷ◌ ᾕ ḫ ὗ ₒ▓Ṏ ҷ◌
ₒ♅ ᾧṨ‴ḻ Ӥ( ) ῦ ῦ

Ҕ▐

ԑ ₒὣ, Ӕ ῼ֡ Ἅ,
Ἅ

Terminal Input/Output
֥Ἔ

ῦ ῦ

Ⱡ

ҟ ḓ ⁫ṫ Kibanaὗ ԂⱠ Hueὗ ԂⱠ

ῳ֥
One packageἛԂⱠṍ ὣ

Ἓ ,֚ ESM, TMS Ṵḁ ḻἛ

ḁּב ԂⱠ ꜙ , ᶋ Ἆḻגּ ԂṐ
ҏҷ◌⁫ḁᶷ⅍ḫ ἆṫₒ♅ Ἓ

ḁּב ԂⱠ ꜙ , ᶋ Ἆḻגּ ԂṐ
ҏҷ◌⁫ḁᶷ⅍ḫ ἆṫₒ♅ Ἓ
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4. Ԃ ▐ἕ«K▐, ֥ҍ*** Ө

Ἓ֚ ֥Ὼ) ֥ҍ*** ԃὶ ḓ ⁫ , ᵮ , ♄― Ө Ԃ

36

Å ♠Ớ Flow ּב ▐‴«әҠ‴ᵮ Ủ

ᾧ᷄ Ὢ

Å Ủ ỳ, ⁫ Ἓ ԂⱠṴ ♥ Ἓ • ԂⱠ

Å ԃ40 ҟ ▐, 3500 әҠ, 4000 ḓ ℮ᾧ᷄ Ὢ

ÅK▐֥ҍ*** ♄℮ ὶ ḓ Ө

Å Ἓ֥֚Ὼ SNMP, netflow /cflow , Syslog Ṵ ḫ בּ

Åᵮ ℮Өὣ֥ ,ʒ ♄―Өὣ֥ ,ʒ UTM Өὣ, 

֜ ֥ᶾ

Å⁫ Ἓ ,֚ ᵮ Ἓ֚ ḓ • ὣ
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4. Ԃ ▐ἕ«K▐, L****** Ủ Өὣ

37

Ἓ֚ ֥Ὼ) Ứ** ♄℮ ҍ ḓ Ủ Өὣ Ԃ

ÅK▐Ứ** ♄℮ ὶ ḓ Ủ Өὣὗ

Å֥ҍ Ө ♄ Өὣ

ÅỨ Ứ♄℮ ὶ, ᶂ ḓ ỳỚ flow ּב

Å Ἓ֥֚Ὼ SNMP, Flow ּב (Ɽ בּ ♄―2 ԂⱠ)

ÅCflow v9, 10 ּב

ÅL2VPN, L3VPN ֥ әҠ ᵴ(in/out), Ớᵴ(in/out) 

Ủ ₒ♅

Å Ủ ỳ, Ἓ Ἓ ԂⱠ •
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4. Ԃ ▐ἕ«K▐, C** Ủ Өὣ

Ἓ֚ ֥Ὼ) K▐ ὣῦ ὶ ℮ ḓ Ө Ԃ

38

ÅK▐ ὣῦ ὶ) MEG, PE Ӕ ℮ ḓ Ủ Өὣ

ÅCisco CRS, ASR Ṵ 200 ḓ ℮ ♄flow ּב

Å Ἓ֥֚Ὼ SNMP, Flow ּב

ÅKT Cloud ԂⱠ(ₒ♅VM 2 בּ , VM 4 )

ÅNetflow v5, v9 ּב

Å ὣῦ ὶ әҠ ḓ Ủ בּ ῳₒ♅

Å ὣῦ ὶQoS Өὣ֥ᶾ

( בּ ῳ ‴ Ủ ᾧ᷄ Ὢ)
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4. Ԃ ▐ἕ«ӤԄ,ᵮ ἆ

Ἓ֚ ֥Ὼ) ӤԄᵮ ἆ Ԃ

39

ÅӤԄᵮ ἆ ḻ Ԃ

Å Ἓ֥֚Ὼ PCAP ḫ בּ

ÅPCAP ῳἛ֚ / ₒ♅

Å20 ҟ בּ‴ /ₒ♅ Ԃ

ÅꜙὭ▐DLP Ӧ Ӕ ₒ♅ ḻἛ▐

Åᾕ ₐ ḓ ₒ♅, DDoS / / ῶ Ỵ Ṵ ӤӉ

ḓ ұּב

Å ‴ᾧ᷄ Ὢ ⁫ ▐әḓ Ἓ
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4. Ԃ ▐ἕ«****** Ự , IT Compliance ּב

IT Compliance ּב, /ᾕ /USB ▐ , ֜ ᾧ᷄ Ὢ ḻἛԂ ῳ

40

ÅIT Compliance ּבὗ Ԃ

Å⁫ Ҕ▐ ἰἛ

Å23ҟ ṅ(  ′, , DRM, ᾕ , NAC Ṵ) 

Å11ҟ ♥ ( ḻ , ὣᶟ )

Å ḫ בּ ỳ : 4G

Å Ḅ , ᾕ ▐ , USB ▐ , ֜῁ ḓ

בּ Ṏḫ ὗ֥Ὼ Ἓḓ ⁫ṫԂⱠ ᾧ᷄ Ὢ

Å  ′Ἱ ᾧ᷄ ὪṴḁ Ἓ ҍ
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4. Ԃ ▐ἕ«** , IT Compliance ּב& Lite SMS

IT Compliance ּב, WEB/WAS ♄―‴ Ἓּ֚ב ῳ ἛⱢ ᾧ᷄ Ὢ ḻἛ

41

ÅAP ♄― ὣꜙ (CPU/MEM/DISK/Traffic Ṵ) Ҕ

ÅҔ ḓ◄ ἛⱢ ṴἜῳ • ԂⱠ(Lite SMS )

Åҟῼ♄―CLI ᾧ᷄ Ὢ( ῦᵥҔ )

Å ḫ בּ ỳ : 10G, 136 ҟꜙ ṅ

ÅWEB, WAS, ⁫ ℮Ἓ֚ᾧ᷄ Ὢῳ IT Compliance ּב

Å ♄― ꜚ , ♄― ֜ ᾧ᷄ Ὢ, AP ♄― ἛⱢ ᾧ᷄

Ὢ ḻἛ Ἓ
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