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gH| BH 0s
= @ 225X (41tems)
cnm(1.214.89.84) 1.0 A Linux
cent6_32bit_|xd(10.40.223.2... 10 A  Linux
aix(1.214.89.82) 10 pIX A
hpux01(1.214.89.82) 1.0 @ Hpux
0 @3 2% (3 items)
cent6_32bit(10.10.10.4) 1.0 A Linux
win32_agent(10.0.2.15) 1.0 M Windows 10
khkim_PC(10.10.10.26) 1.0 @ Windows 10

0] - cents 32bit [REt=LTESRES TAERLTS
_date input output userid host
2016-12-28 16:10:50 vi fetc'hosts “fetc/hosts” [ 1 2L, 158C zen 10.10.10.45 “
127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomaind
::1localhost localhost.localdomain lacalhosté localhosté.localdomainG
~~~~~~~~~~~~~~~~~ 1,1 "Verc/hosts" [12L, 158C
q
2016-12-28 16:10:42 Is bin boot cgroup dev etc home lib lost+found media misc mnt net opt proc root sbin selinux srv sys tmp usr var zenlog-data zen 10.10.10.45
2016-12-28 16:10:41 cd/ zen 10.10.10.45
2016-12-28 16:10:40 Is -al 8 zen 10.10.10.45
drwxr-xr-x. 2 zen zen 4096 2015-04-23 17:04 .
drws-——--. 34 zen zen 4096 2016-12-23 20:31 .. -
A - cent6_32bit | A |
0161228 |15 T4 T E
command args ppid RSS (KB) VSZ (KB) MEM (%) userid groupid ruserid
init Jsbinfinit 1 1 1428 2004 0 root root root -
kthreadd [kthreadd] 2 1] 0 0 D  root root root
migration/( [migration/0] 3 o 0 0 0 root root root
ksoftirgd/0 [ksoftirqd/0] 4 1] 0 0 0 root root root
stopper/0 [stopper/0] 5 o 0 0 0 reot root root
watchdog/0 [watchdaog/0] B 2 0 0 0 root root root
events/0 [events/0] 7 83 1] 0 0  root root root
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B @ 2FFX (4ltems) - NIC Route | ARP DNS Uptime Process Who Firewall User P —a= |
_ r3
cnm(1.214.89.84) 1.0 A Linux =62 o nes = A
B s O  agentconf foptizen/etcizenlag/ 2016-12-13 13:21:07
centb_. it_lx A0, 2. d 4 inux EEES o agent3.conf fopt/zen/etcizeniog/ 2016-12-13 19:34:03
6_32bit_lxd(10.40.223.2 1.0 A L (]
=4 oig
aix(1.214.80.82) 10 X AX i =
hpux01(1.214.89.82) 1.0 @ HPUX
B 03Y 22 (31tems)
) —
cent_32bit(10.10.10.4) ix
A|2HHE
win32_agent{10.0.2.15) dows 10
THRAIABZA
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gEoiuz
29 HY 27
L
THAIR
L
T[4 - (10.10.10.4) x CllelE = = = OJo|HE 7|24 x
AlSH v Mwﬂ
== b -of b QBW: | Al=s WAEE dlojEe |:|
A7 o2 E OlOIFEW: | cents_3zbit 1 @ A O oue
root 18213 28/3076:4/ 700:00:00 ps -ef . oo B Ep: 10.10.40.4 .
0161228162720 netstat-nr Kerel IP routing table ame: [ wrm cpu: 0~
Destination Gateway Genmask Flags MSS Window it Iface Memon: o -
1040400 0.0.0.0255.255.255.0 U 0 0.0 ethd FUMHIP: | 10100001 v -
0.00.010.10.10.1 00.0.0 UG 0 0 0 eth0 Eoded mm: | wmay & Tis s Swap: =
20161228
Disk: 95 3
Network: -
druer-xr-x. 2 root roet 4096 Aug 8 2015 abrt
- oo roor 5464 Dt 25 15:49 bash_ history TEA4: | 1000 0 ogAlAd Alg2E 37|
1 root root 18 May 20 2009 bash_logout ~mMEHT | 1000 o g .
1 root root 17 May 20 2009 .bash_profile
.1 oot roat 176 Sep 23 2004 bashre 2% |00 |01 ] 02|08 O+ 05 06 07 08|08 |10 1 |12)| 18 | 14 O /boet 2308% 476 MB
drucr-xr-x. 4 root root 4096 Dec 12 17:33 cache = - a
5 root root 4096 Aug 2015 .config = fdev 002% S8 M
1 root root 100 Sep 23 2004 .cshre + O /devtshm 0.01% 046 MB
3 rootroot 4096 Aug & 2015 .dbus = )
oot root 16 Aug 8 2015 esd_suth a . O /nome 2273% 4GB
4rootroot 4096 Sep 9 2015 geonf ‘ ,
2roatroot 4096 Sep 9 2013 geonfd e e HE He
Sranrenne ANOR 81im 8 9015 Anama) M
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Wintech Sniper IPS,aptx, UTM / Cronyit genian NAC

I UTM

- Q | Privacy-1, Webkeeper, Mail -1 /= SafePCDLP

PnP SecureDBSafer/ § O Secure coding
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[SRC IP] [SRC Port] [DS IP] [DS Port]

v v v v v v Y

2012-11- 05 04:42:30|27.101.192.219|53289|210.111.226.110|80|26|1352060273|PASS|MEDIUM|http||O|

A, ,do 0 JJT o vN1 50k 2 77 Q.
[HST IP] [DATE] [TYPE] [MESSAGE]
198.35.1.75 |- - [13/Feb/2016:18:18:58] "POBT [ ] [cart.do?action =purchase&itemld =EST-|

[16&JSESSIONID SD10SL2FFAADFF53099]HTTP 1.1" 200 821
"http://www.buttercupgames.com/cart.do?action=addtocart&itemld=EST
16&categoryld=SIMULATION&productld=SC - MG G10" "Mozilla/5.0 (Windows NT 6 1; WOW64)

AppleWebKit /536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 178LOG_ADMITTED
10.20.0.2 10.20.0.20 47

Al bdo 8" Xao4Q  0tU, o tq, ®°a NE O Lo~ a.

zenLOG
17

2017 ZENSYSTEMSinc. All rights reserved.



logid =383253 nodeserial=3EDO0.F863.A359 -
win7 nodeguid =N201302260116079948609
F8F38BCCF47BC3F_535name=Win32/Palevo
19.worm.Gen path="C:\ \ Documents and S
ettings\ \ one\ \ Local Settings\ \ Temp\

\ HBCD\ \ IPScannei \ ipscan.exe" status=
952scantype=20000 owner=WINPRO -
E60F6E93\ \ admin access=OH\ \ main infe
ctor= clienttime =1453454603 clientipaddr =1
79.42.57.151clientcomputername= I d

d clientloginid = |

/E clientusername = clientdepartment = syncti
me=1453454603domainguid=20130226011
6079948609F8F38BCCF47BC3F count=1

Indexing+4 | n° (Optional, o ®

b3)

“E D Node Node ID YL raw
< serial NETE -

N2013022
2016 -01- 3EDO0.F863 60116079 Win32/Pal
22 383253 .A359 - 948609F8F  evol9.wor
18:30:07 win7 38BCCF47 m.Gen
BC3F_535
«+1 E,,{ ODD _ SEICISIEEEIES
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logid =383253 nodeserial=3
EDO0.F863.A359 -

win7 nodeguid =N2013022
60116079948609F8F38BC
CF47BC3F_535name=Win3
2/Palevol9.worm.Gen path
="C:\ \ Documents and Set
tings\ \ one\ \ Local Setti
ngs\ \ Temp\ \ HBCD\ \ |
PScannen \ ipscan.exe" sta
tus=952scantype=20000 o
wner=WINPRO -

E60F6E93\ \ admin access
=OH\ \ main infector= clie
nttime =1453454603 clienti
paddr=179.42.57.151client
computername= | d

d clientloginid = |

/E clientusername = clientde
partment = synctime=14534
54603domainguid=201302
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CCF47BC3Fcount=1 ,
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Compression + Transfer + Decompression Time
SMALLER IS BETTER

B Transfer [l Decompression

Compression

12

Seconds
[=>2]

3
- — — 2016-01-12 164.7100629 116.1119347
i il B B B B B B i I e e
LZ4 ( LZ0-2.06 QuicklZ  Snappy LZF zZlib1.28 LZ4HC( zlib1.28
r101)-1 15106 1.10 A4 o9 6 2016-01-26 179.00116 125.9623146
2016 -02-02 186.382251 130.8817467
Compression + Transfer + Decompression Time @1000Mbit/s
AE. o w >\ 0 Aby
B "EV Jdy u

70.49474248

70.96847334
70.36955215

70.2222159
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KByte/s

[AES-NI(New Instructions)

1
.l.
i

a3 T p N

A Built in the Intel Processor( @ U* @& ) A Include 7 new Instructions A- ) B

640,000 1

600,000

3
aes-128 w/ AESNI

550,000 T- is 170% faster than RC4

500,000 1
450,000 1

400,000 1

350,000 t
300,000 t
250,000 t

200,000
3des is
95% slower =..., .

150,000 1 than RC4

100,000
camellia
256
50,000

o

cipher performance, openssl-1.0.0d (64 -bit)

SSL/TLS Performance Diary #3:
(Optimizing Data Encryption by Billy Hoffman)
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2-4. 0 # 3 :(2) Google like y = 3

[ZQL(Zen Query Language) w © A0 1 WUNENe & | nAbyaobs3]

| sstartdate -3d |

[sfur‘:etype EmpPiFil | v I Metadata | = 6 Ee) [3] “E( T 6

t
ifields loockup(EmpSeq, dlp_privateinfo_employee,EmployeeqEQ,EmployeeNumber) as user_id, Name as name, Size as size
. N i

L
[“:r“i:ype DSL“‘ELI"R‘ ! I 46 H U e . P N Fields 4 v t Yo
senddate timeline(-3ed) | 0 0-).
swhere LogType ID = '182' and File Mame in (set(A.name)) ||
sfields humantime( date) as time, File_Name, User_ID, Usgr Name |
i

ey — | Stats A /R (top, bottom U ¥ &2 )
stats

I

Transaction a X.. vE L, )

Dedup 1 Oh v
Zordof e sQL ZA L FAEH EH E ALUZ UL groupby 728 S8 18EE = 81, scalar functiondt ageregate functiong AEE =&

UAFLICH

Agol @nonA(XML) U

o« D93 srcip 2o HAE wE Define MOh Y,

Eval b t d

stats dcount(src_ip)

Join MO h Ned % @

:
Save MO h

AzQLp “ 4 &) 1 From MOh "Ev
A70 <« ® 2t, 2@, 2 W ,
A XML ® 2t"™ona NG* & Scalar a4d i

“U) _ ) 70 <« 2t, 23w, 2 N
AIT ® 2t & wyosU NCQ A )

(lopt/ zen/var/zenlog-b _r - q_tc?”

Rex TQ t
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Q =124 || Eosas | [ =ame || =aaol | & oesc | @ous E ez | & xaz= Sz [Jzige wzier Loesc | @eux mEcy (e @ neme
+ - AH Black IP List
| S L AOIEY IP address
z steff A 10.201.93.29 LN
et B 62.40.48.246
B oooaaaa A Hox 24 02 v @ HEE4E
4| [J=ame | K Eiwrl | Loesc | @aux | mEcE | [Pee 9' Pt ) /\] date srcip sre_port dst_ip dst_port protocol action sr¢_location dst_location
o |
i 160408183300 62404846 53388 2517912351 1433 tp ollow null null
E BB |l Az =7:1,202,648 A9 75011 sec A4 2 2016-04-08 14:26:30 - 2016-04-08 18:22:30 i N T W160408183314  10.201.93.9 3088 179.227.124.20 1434 udp allow null null

14,000
10,000

5000

B
[>

22300
4g82 (3
20184

HoIX| ZAl: | 208 v | B REEHE 2221 DA
_date sre_ip src_port

2016-04-08 18:22:29 154.235.14.85 29706
2016-04-08 18:22:29 50.164.173.244 13061
2016-04-08 18:22:29 34.204.49.207 24074
2016:040818:22:20  21.7474.65 6134

2016-04-08 18:22:20 160.67.242.4 15676
2016-04-08 18:22:20 120.230,162.133 61244
2016-04-08 18:22:29 133.607.71 4470

2016-04-08 18:22:29 104.68.141.114 50933
2016-04-08 18:22:29 125.247.236.96 49377
2016:04-0818:22:28  49.156.206.68 7573

2016:04-0818:2228  36.128.209.19 48451
2016-04-08 18:22:29 196.173.76.138 65092
2016-04-08 18:22:29 155.18.39.84 51581
201604-0818:22:28  61.157.226.151 48130
2016-04-08 18:22:29 114.56.174.189 42474

dst_ip
203.80.239.206
57.164.110.75
229.201.129.197
187.245.43.210
1212212133
184.155.176.221
157.214.218.28
33.27.17.202
2396672125
94.110.116.20
71.121.12648
13339.238.17
93.109.165.234
178.64.211.166

84.26.208.244

123
443
1424
3380

1520

1520
3389

1434

1520
1433
1434

123

dst_port

22500

protocol action src_location dst_location direction
wp aliow null null nuil
vrp allow null null null
vrrp aliow null null nuil
iemp deny null null nuil
wp deny null null nuil
iemp aliow null null nuil
fmp deny null null nuil
fmp deny null null nuil
wp deny null null nuil
fmp deny null null nuil
udp aliow null null nuil
wp deny null null nuil
vrip aliow null null nuil
udp aliow null null nuil
vrip aliow null null nuil

null
null
null
null
null
null
null
null
null
null

22600

src_iptype

14,000
10,000

6,000

24

AA

A Ned U'EO Neti IP § O
" E. Qe Q IP X
d

J
IPb Nei IP A D 4

,NeGi IP4 d
. J |
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P <« RDMMSO N n DB h
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Q

DBLinkd  SOL & ORACLE m SYBASE
EE MySaL. PostgreSQL

v

A

OMO | 7w A

== DB2.

"E. A RDBMSHh "ED "E. bETL{ "E” “ph a Jo W, 2 a. MOO SQL DBt
RDBMSA “E. h "E0 h t 0 ® J E.b b o Hw > R 2
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Sequence File
(@ t/NCEN )

HDF) O MO o # CSV, TSV,json, etc”

E ph 2, Lo M. 2 3. MOUO N"E B, ¥
Eb ®wL 2
. P diyh 1 @ ®OLa a, f 4 o} E. b
A ED 2 b NTEo H
"E. & A b "ED "E.C f P, aldh 023 w & o, h 0Join J b Po T
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Q zazM

S oszd W EAEY @D aus

—C

top 10 count(*) as cnt groupbyl(src_ip, dst_ip, dst_port)

where city iz no

1

|

|

|

= as Alztet

|

i HOIZ| EAl: 208 v | & AsEHE
i src_ip dst_ip dst_port
1 10.10.10.16 10.10.10.1 53
i 10.10.10.16 110.45.151.210 B0
i 10.10.10.16 110.45.151.211 B0

i 10.10.10.16 110.45.151.212 80

; 10.10.10.67 10.10.10.1 53

i 10.10.10.67 22400252 5355
i 10.10.10.220 224.0.0.252 5355
i 10.10.10.1 10.10.10.220 137
*10.10.10.1 10.10.10.10 137
! 10.10.10.1 10.10.10.100 137
|

1

1

22:272,976

55528

9236

t 0N

~

=zcy [[PDrz | O xaze
Z 9 T aA|ZH
48 A|ZH 0.56 sec L
ont
Z 9 %

HAYEL, 20160323 10:14:50 - 2016-03-23 1414550

ongitude [ lsitude

~

it

Q

)

1 Key B8 s p 1
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E = = _date protocol application src_mac dst_mac vian src_ip dst_ip src_port
- =
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4| 2016-10-28 17:42:20 udp nult 6c0b849987 1c d05099a4b545 null 10.10.10.130 10.10.10.36 42746
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(3 Ethernet I, Src: acbe:32_be:2fe3 (acbe:32:be:2fe3), Dst: 6c:0b:84_99:87:1c (6c:0b:84:09:87:1¢) 0000 6c Ob 84 99 B7 1c ac bc 32 bc 2f 3 08 00 45 00 Lo 24..E -
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Certificate of Software Quality

4 8 £ = 4 9 | GYAIA| A =(107-88-38106)
Name of Company / Name of Applicant zensystems Co,, Ltd,

zZESooy3 23V
Neme of Software * zenlOG VIO

. 182
T (15301253 2ol S SRAUCH

3 S
Certicacion Leve!

5 L] 2
Cetiication No, To17-0082
1 =

AERLAEFO | @EALEI/ES
Manufacturer end Country of Manufactre *  zensystems Co,, Ltd /Republic of Korea

el o

5 o 4
Dot o Carticaion : 2017id(Year) 12i(Month) 192(Day)
hiditicnal Information

razEQojited TS AR, M5ZEXM 1=

2 A2ZEQHE
slgs e

ut2t IS E|
[ hereby confirm that the quality of the foregoing software has been certified

under Article 5.1 of the Enforcement Decree of the Software Industry
Promotion Act.

2017 H(Year) 1 g(Month) 19 €(Day)
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